What is the importance of communicati

What is a communication system?

The communication systems provide information exchangebetween the S.L:S.E ute:
egquipment,monitoring systems,and data management systems. These SC
as the generation,delivery,and consumption all happen at the same time.

What is a powerline communication system? ' %
Powerline communication (PLC) systems were set up to enable the communication between the stations and
the control centers. Information pertaining to the voltage,frequency,power flow,circuit breakers,isolators,etc.
was measured at the station in cycles of every few seconds and was sent to the control center for continuous
monitoring.

Why is communication important?

Communication plays an essential role in providing reliable,efficient and secure power
generation,transmission,and distribution. The communication systems provide information exchange between
the distributed sensing equipment,monitoring systems,and data management systems.

How does telecommunication infrastructure affect communication and communication security?

The increasing dependency of electric grid operationson the telecommunication infrastructure has led to a
fundamental shift in how the electric utility perceives communication and communication security. What are
the challenges for obtaining secure,reliable information from highly disparate sources?

Are power system applications interdependent with communication infrastructure?

Further theoretical studies were carried out by Lin et al. to identify the interdependency between the power

system applications and the communication infrastructure [ 20] and, a probabilistic model-based approach
was proposed in [ 21] to obtain the communication delay characteristics in a WAMS.
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Communications in power system protection -
Media, topology and protocols (on photo:
110kV-20kV substation protection cabinet; credit:
Marko Gostovic via Linkedin) There are a several
types of communication media such as micro wave,
radio system, fiber optic, etc. The advantages and
disadvantages in communication medias which are
currently in

Reforms in the Indian Power Sector. In order to
avoid blackouts, brownouts and inefficiencies of the
power system, the implementation of the smart grid
is the best option. The grid, which is equipped with
the sensors, actuators and smart meters and allows
multi-way communication between consumers,
prosumers???and the system can be called a
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Power System Studies ICT in Power
Sector[Information and Communication
Technologies] With evolving Smart Grid
Architecture, the Information and Communication
Technology (ICT) becomes the backbone for
establishing reliable control functionality for secure
operation of large interconnected Grid. The current
research areas of Energy Storage

the distribution system to the bulk-power system.
The increasing quantity and diversity of assets
within the distribution system and the grid edge
must drive conversations among utilities, DER
vendors, regulators, and other stakeholders on
integrating these flexible assets and their data with
the bulk-power system. The goal of

What's role of Communication : It is the enabling
technology for Power System. No single
communication technology as being best suited for
all power system needs. Requirements must
consider type, source, amount, frequency, and
delivery requirements of data/voice transmitted.
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Communication plays an essential role in providing
reliable, efficient and secure power generation,
transmission, and distribution. The communication
systems provide information exchange between the
distributed sensing ???

SCADA utilises Intelligent Electronic Devices to
automate the monitoring, protection, and control of
diverse equipment in distribution systems (or
RTUSs). It restores power to the system in the event
of a malfunction and maintains the appropriate
operating conditions.The Distribution Management
System is a set of software tools used to

Trace all communications systems/networks from
end-to-end to identify Single Points of Failure;
Recipients should also address the following issues:
o0 Integrate communications needs into continuity
planning efforts and emergency operations plans by
incorporating mitigation options to ensure
uninterrupted communications support;
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But in Indian power sector, operation and
distribution processes are manual, insufficient
commercial focus, inadequate control, lack of
transparency and reliable information this result high
loss to power sector. Wireless Technologies-GSM /
GPRS based and CDMA based technologies,
Power Line Communication System (PLC). The
typical portfolio

The current fossil fuel-dominated power sector
accounts for nearly 40% of global annual
energy-related CO 2 emissions 1,2.The low-carbon
transition of the power sector is crucial to tackling

Sector Details. The Communications Sector is an
integral component of the U.S. economy, underlying
the operations of all businesses, public safety
organizations, and government. Presidential Policy
Directive 21 identifies the Communications Sector
as critical because it provides an "enabling function”
across all critical infrastructure sectors.
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The transmission of power is overseen by
transmission system operators (TSO), while the
distribution of power is carried out by distribution
system operators (DSO). 2.1. Communication
Infrastructure of Power Grids. To illustrate the
typical communication infrastructure found in power
grids, we provide a simplified view of a grid operator

The Ministry of Power has formulated guidelines for
planning communication systems for new and

!
[

existing inter-state transmission systems (ISTS) to
help define their categories and the corresponding
approval procedure.A communication system is a
collection of individual communication networks,
communication media, relay stations, tributary
stations, ???

COMMUNICATION SYSTEMS IN POWER

== ATION S

qrj SECTOR Indian J.Sci.Res. 17(2): 495 - 499, 2018
n "’ Sﬂ Fig. 1, each of the two modems (1 and 2) has a
_‘ A L . transmitter and a receiver. Ideally, if there are no

errors, the Rx2 sequence is the same as the Tx1
sequence and ??7?
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This study indicates that allowing up to 20% abated
fossil fuel in China's power generation system could
reduce the power shortage rate by up to 9% in

2050, and increase system resilience during

i

and secure communications systems intersect, and
what role does secure communications play in
communications sector (vendors, standards bodies,

and service providers) to explore secure Kelic, A.
"Power, telecommunications, and emergency
(& services in a converged network world" 2007 6th
i - International Workshop on Design and Reliable

L

electric power and communications systems,

[ | highlighting three opportunities???service

‘BEE prioritization, load increasing the electric power
industry's dependence on the communications
sector and causing a fundamental shift in how the

electric utilities will have to think about
communications security. While the full impact of
the
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OT/ICS systems is the nervous system of the power
sector. They play a crucial role in the following: A.
Power Generation: DNP3 (Distributed Network
Protocol 3): A widely used protocol in the power
sector for communication between SCADA systems
and field devices; Modbus: Common in PLC
communication;

Power system communication is the exchange of
data and information within electrical grids to enable
monitoring, control, & management of power
generation, transmission, & distribution. This
connection uses a variety of technologies, including
SCADA (Supervisory Control and Data Acquisition),
L= teleprotection, synchrophasors, & smart grid

systems, to assure ?7??

The exhaustion of natural energy and oil reserves
has initiated the concept of renewable energy
systems (RESSs). This has expanded the vision of
energy sector towards a diversified power grid while

LU
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The communication system shall provide reliable
data and voice communication and tele-protection
for power system at national level, regional level,
inter-State level and intra-State level. 2. User shall
be capable of transmitting all operational data ???

In response, research, investments, and upgrade to
the power sector are fundamental. This paper
discusses and analyses the various smart grid
technologies utilised in the Nigerian power system

from time to time, protocol for the communication
system for Power Sector within the country including
the grid integration with the grid of the neighbouring
countries . 2. CEA shall constitute and notify a
Standing Committee for Communication System in
Power Sector. The Standing Committee shall be
responsible to:
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With the use of Programmable Logic Controllers
(PLC) hardware and powerful bus communication
links along with SCADA software and hardware's in
power generating stations, delivering an optimal
solution for each and every process operation is
flexible with advanced control structures. The below
figure shows the SCADA structure in power
generation where it ???

- Toward a Smart Power Sector The power sector
[ has a promising future with the advent of solutions

such as Al-managed smart grids. These are
electrical grids that allow two-way communication
between utilities and consumers. 2 Smart grids are
embedded with an information layer that allows
communication between

= = Power system communication is the exchange of
== : data and information within electrical grids to enable

monitoring, control, & management of power
generation, transmission, & distribution. This
connection uses a variety ???
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communication system in Power Sector laid down
by the Authority.” 2.1 Objective of issuing Guideline:
a) Creating cyber security awareness b) Creating a
secure cyber ecosystem, c¢) Creating a

cyber-assurance framework, d) Strengthening the
regulatory framework,
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