Are cyber-physical power systems resi
The in-depth interdependefce

environments forstich cyber-physical ¢
CPPSs. A resilient CPS imposes strict req “

cyber-physical disturbances.

Is cyber security related to resilience in a CPPs?

cyber side,many scholars have also reviewed the cyber security and the resilience of power system

cyberattacks. s
Are power systems resilient against cyberattacks?

From the cyber side, many scholars have also reviewed the cyber security and the resilience of power
systems against cyberattacks. The cyber security issue for wide-area monitoring and control systems is
addressed in the work of Ashok et al. . The author also outline an attack-resilient CPS security framework.
What is cyber security & resilience?

The following table defines some of the principal terms used. This report uses the "cyber" prefix to discuss
digital security and resilience issues related to intentional and malicious attacks and incidents on the
electricity system (e.g. cybersecurity, cyber resilience, cyberattack, cyber risk).

How can policy makers improve the Cyber resilience of electricity systems?

Policy makers are central to enhancing the cyber resilience of electricity systems, beginning with raising
awareness and working with stakeholders to continuously identify, manage and communicate emerging
vulnerabilities and risks.

Are cyber-physical co-planning systems resilient?

Although the study by Liu et al. is one of the few cyber-physical co-planning methods considering cyber
failures,the resilience of the entire CPPS is not fully consideredin the constraints of the planning

(C) 2025 Solar Energy Resources 1/9 Web: https://www.gebroedersducaat.nl



CYBER SECURITY POWER SYSTEM
RESILIENCE

SOLAR

model,especially regarding the impact of natural hazards.

CE e For resilience of CPPS, different from traditional
E*IL —— power system resilience analysis, resilience

‘lli assessment and resilience enhancement strategies
= for CPPSs should fully consider the interdependent
. characteristics of cyber-physics, especially in the
face of cyber-physical coupling failures caused by
extreme hazards and cyber-physical attacks

Resilience and Security in Power Systems:
Discussions on the resilience, reliability, and
security of cyber-physical power systems, including

cutting-edge solutions for cyber-resiliency, cyber
?7??

The strong connection between cyber security and
power system resilience is confirmed by the North
American Electric Reliability Corporation (NERC)
when they state that resilience is a component of
reliability in relation to an event, and once cyber
security is a key issue to reliability as can be found
in the NERC CIP regulation CIP-008-5
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This chapter explores the crucial role of Prognostics
and Health Management (PHM) in strengthening the
resilience of Cyber-Physical Systems (CPSs), with a
focus on reliability and security. It introduces a
holistic approach that seamlessly integrates security
and

To enhance the resilience of power systems,
deploying energy storage facilities is a feasible
external approach due to their function of peak
shaving and valley filling [21]. Cyber???physical
system security for the electric power grid. Proc
IEEE, 100 (2011), pp. 210-224. Google Scholar [8]

The vulnerabilities appear when there are no
adequate Industrial Control System (ICS) security
policies, no safety training and attack recognition
programs, faulty security design, no written safety
procedures, no ICS security review (that must be
checked periodically), no Disaster Recovery Plan
(DRP) or Resilience Control System (RCS).
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The contributions of this work are to (1) introduce
RESLab, a cyber-physical power system testbed
that is a mix of emulators, simulators, and real
devices designed to study resilience problems and
solutions in large ???

The Cyber???Physical Power System (CPPS) is
one of the most critical infrastructure systems in a
country because a stable and secure power supply
is a key foundation for national and social
development. In recent years, resilience has
become a major topic in preventing and mitigating
the risks caused by large-scale blackouts of CPPSs.
Accordingly, ??7?

In this chapter, cyber security and resilience of
power grids are discussed. The security controls
and vulnerabilities of power systems are reviewed.
This paper describes the importance of

COBVETEY i
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The following table defines some of the principal
terms used. This report uses the "cyber" prefix to
discuss digital security and resilience issues related
to intentional and malicious attacks and incidents on

the electricity system (e.g. ???

’:.<\

§ il/

1. Introduction. The term resilience has been used
in very different fields of knowledge for many
decades, and it has been more recently applied in
the power system sector due to the increasing

number of extreme events which negatively affect
power systems [1] nsidering this trend in natural

events but also in cyber and/or physical attacks, the
???

Resilience, as defined by Presidential Policy
Directive PPD-21, is the ability to prepare for and
adapt to changing conditions and withstand and
recover rapidly from disruptions. [7] Cyber resilience
focuses on the preventative, detective, and reactive
controls in an information technology environment to
assess gaps and drive enhancements to the overall
security ??7?
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?7?7? Emergency and backup power generation
systems ??7? Facility/site operations and
maintenance ??? Power transfer systems, energy
storage, and microgrids ??? Cybersecurity, physical
security, and EM security The scope does not
include best practices for electrical or natural gas
utilities, or federal response efforts. POWER
RESILIENCE LEVELS

In 2018, the World Economic Forum launched an
initiative to improve the cyber resilience of the global
electricity infrastructure. 11 founding member have
launched a new phase of the initiative in March
2023, aimed at ??7?

Smart Grid Resilience: Extreme Weather,
Cyber-Physical Security, and System
Interdependency is an essential guide for a broad
audience of practicing professionals, including
policymakers, electric utility engineers, and
transmission and distribution system operators. It
will also be a valuable reference for students and
researchers.
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= An Energy Management System Approach for
= ] Power System Cyber-Physical Resilience Katherine

R. Davis, Senior Member, IEEE Abstract???Power
systems are large scale cyber-physical critical
infrastructure that form the basis of modern society.
The reliabil-ity and resilience of the grid is

dependent on the correct function-

Power grids are among the primary targets for
exploitation by cyber-attacks. Modern power and
energy systems are controlled and monitored by a
network of electrical and communication devices for

reliability improvement and resilience enhancement.
To increase the capability of remote control and
monitoring, Wireless Sensor Networks (WSNSs) are
widely ???

L

Cyber resilience, which is also sometimes referred
to as cyber resiliency, is the ability to weather

adverse events in a computing environment. The
National Institute of Standards and Technology
(NIST) defines cyber resilience as "the ability to
- .g, anticipate, withstand, recover from, and adapt to

s Ji

s i

s Ji

adverse conditions, stresses, attacks, or

compromises on systems that use or are enabled by
??7?
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A resilient control system is one that maintains state
awareness and an accepted level of operational
normalcy in response to disturbances, including
threats of an unexpected and malicious nature".
[1]Computerized or digital control systems are used
to reliably automate many industrial operations such
as power plants or automobiles. The complexity of
these systems ???

In order to enhance overall stability and security in
wide-area cyber-physical power systems and
defend against cyberattacks, new resilient
operation, control, and protection methods are
required. Cyber-Physical Security in Smart Power
Systems from a Resilience Perspective: Concepts
and Possible Solutions. Mohammad Ghiasi, Zhanle
Wang

Abstract. The widespread integration of advanced
technologies has increased the vulnerability of
Cyber???Physical Power Systems (CPPS) against
cyber attacks. In addition, the incorporation of ???
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to prepare Regulation on Cyber Security in Power
Sector. And as an interim measures CEA has been
directed to issue Guideline on Cyber Security in
Power Sector, under the provision of Regulation 10
on Cyber Security in the "Central Electricity
Authority (Technical Standards for Connectivity to
the Grid) (Amendment) Regulations, 2019".

CONTAINER
] TYPE ENERGY
] STORAGE SYSTEM

Energy storage system
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For example, ref. studied the resilience of power
systems during extreme winter weather events
using reserve margin calculations. Frameworks for
assessing the resilience of critical power system
infrastructures to extreme weather conditions were
proposed in refs. [9, 10].

Power outages can have serious consequences for
national security and a country's economy. Today,
electricity generation, transmission and distribution
rely on digital systems such as computer systems
and communication networks. This development
introduces new vulnerabilities in the reliability of
electricity supply due to cyber-attacks on
information and communication ??7?
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