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SETO has developed a Roadmap for Photovoltaic
Cybersecurity, supports ongoing efforts in DER
cybersecurity standards, and is involved in the
Office of Energy Efficiency and Renewable Energy
(EERE) Cybersecurity Multiyear Program Plan and
DOE's broader cybersecurity research activities.
Additional Information

The first provided a survey and roadmap of the
cybersecurity for the solar industry. The second
investigated multiple PV cybersecurity research and
development (R& D) concepts identified in the first
phase. In the first year, the team created a roadmap
for improving cybersecurity for distributed solar
energy resources.
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ROADMAP FOR PHOTOVOLTAIC SOLAR
CYBER SECURITY

Stakeholders such as PV plant operators and
utilities, providers of network equipment, standards
making organizations, and others are addressing
cybersecurity threats with a "Roadmap for PV
System Cyber Security" (Johnson 2017) that share
industry best practices, prioritize research topics;
and advance developments in standards.

CATSS Project Roadmap This roadmap is a menu
of options to further support state considerations of
solar cybersecurity, developed by NASEO and
NARUC based on extensive research and input
from their members. As relevant, tools and
resources touch on cybersecurity aspects of
distributed energy resources (DER) in general.

Roadmap for Wind Cybersecurity Notice This report
was prepared as an account of work sponsored by
an agency of the United States Government. PV
Photovoltaic R& D Research and development
RBAC Role-based access control RD& D ???

System Topology
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ROADMAP FOR PHOTOVOLTAIC SOLAR
CYBER SECURITY

Roadmap for PV Cyber Security Roadmap Outlines
. 5-year strategy . for DOE, industry, and standards
development organizations in areas of
Identify/Protect, Detect, and Respond/Recover
Focused on PV, but highly . extensible to other DER
Closely aligned with 2011 "Roadmap to Achieve

Energy Delivery Systems Cybersecurity”

3 Cybersecurity Standards That Apply to
- Photovoltaic Plant Operations The "Roadmap for
PV Cyber Security" outlines a 5-year strategy for
DOE, industry, and standards development
organizations (Johnson 2018). The roadmap
describes working group stakeholder engagement,
research, and development priorities; best practices;

Sad | and cybersecurity

Roadmap for Photovoltaic Cyber Security Jay
Johnson Renewable and Distributed Systems
Integration Sandia National Laboratories Abstract
Cyber-secure, resilient energy is paramount to the
prosperity of the United States. As the experience
and sophistication of cyber adversaries grow, so too
must the US power system's
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ROADMAP FOR PHOTOVOLTAIC SOLAR
CYBER SECURITY

Cyber Security Roadmap Now that we have a clear
understanding of what cybersecurity is, its
significance in today's digital landscape, and the
competitive salaries and essential skills required in

this field, let's dive into a step-by-step guide on how
to enter the cybersecurity workforce successfully
and how to build a successful career in
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— . Energy storage system
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_ = 3 [Image: Sandia, Roadmap for Photovoltaic Cyber
|- ||; Security]1. energy.gov/technologytransitions March
. I 2019 Success Stories Advancing Cybersecurity to
r Strengthen the Modern Grid Cybersecurity for
— Energy Delivery Systems Sandia National

Laboratories in partnership with Lawrence
Livermore National Laboratories, Washington Gas

Energy
| - l
- - Cybersecurity Certification Roadmap is a
s & community-driven initiative that ranks certifications
iﬁi = B based on community input. Users can select
. \. A e e certifications to pursue based on their personal

experience level, and the type of content that it
covers. The goal is to help you make informed
‘ decisions that align with your career objectives.
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ROADMAP FOR PHOTOVOLTAIC SOLAR
CYBER SECURITY

Roadmap for Photovoltaic Cyber Security
[SAND2017-13262] Recommendations for
Distributed Energy Resource Patching
[SAND2021-11150] Request Test PKI Certificate
Package. Download SunSpec Cybersecurity
Specifications. Name * First. Last. Company * Title *
Email * | give permission to the SunSpec Alliance to
email me regarding specification

support improved cybersecurity in photovoltaic (PV)
systems, the two organizations developed this

roadmap as a menu of options to further support

state considerations of solar cybersecurity. As
relevant, tools and resources will touch on
cybersecurity aspects of distributed energy
resources (DER) in general.

Example cyber security attacks, including
eavesdropping, masquerading, man-in-the-middle,
replay attacks, and denial-of-service are also
described. A survey of communication protocols and
cyber security recommendations used by the DER

and power system industry are included to elucidate

W taxrree I N B

ENERGYISTORAGE SYSTEN the cyber security standards landscape. Lastly, a

roadmap
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